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ADDENDUM 
(CLOUD/OFFSITE HOSTING) 

 

Vendor: CivicPlus 

Agreement: Statement of Work Q-101292-1 

The City of Everett (City) and Vendor are parties to the Agreement as shown in 
the table above. Regardless of anything to the contrary in the Agreement, the 
Vendor agrees as follows: 

1. Compliance Requirements: Intentionally omitted.  

2. Data Ownership: Intentionally omitted. Refer to Master Services 
Agreement for details. 

3. Confidentiality: Vendor shall protect the confidentiality of City data and 
shall not disclose any City data to any third party without the City’s prior 
written consent. Vendor shall maintain appropriate security measures to 
protect City data from unauthorized access, use, or disclosure. 

4. Data Protection: Protection of personal privacy and sensitive data shall 
be an integral part of the business activities of Vendor to ensure that 
there is no inappropriate or unauthorized use of City data at any time. 
To this end, Vendor shall safeguard the confidentiality, integrity, and 
availability of City data and comply with the following conditions: 

a. Intentionally omitted.  

b. At no time shall any identifiable data or processes which solely 
belongs to the City or its officers, agents, or employees, be copied, 
disclosed, or retained by Vendor or any party related to Vendor for 
subsequent use unless such use is authorized by the City in writing. 

5. Data Location: Vendor shall not store or transfer non-public City data 
outside of the United States. This includes backup data and disaster 
recovery locations. Vendor will permit its personnel and contractors to 
access City data remotely only as required to provide technical support. 

6. Encryption: 

a. Vendor shall encrypt all non-public data in transit regardless of the 
transit mechanism. 

b. For engagements where Vendor stores sensitive personally identifiable 
or otherwise confidential information collected through encrypted forms, 
this data shall be encrypted at rest. Examples of such information 
include without limitation: social security number, date of birth, driver’s 
license number, financial data, federal/state tax information, and hashed 
passwords. Vendor’s encryption shall be consistent with validated 



Offsite/Cloud Addendum - 2 
6.20.23 

 

 

cryptography standards as specified in National Institute of Standards 
and Technology FIPS140-2, Security Requirements. The key location 
and other key management details will be agreed to by City and Vendor 
technical staffs. 
 
Additional verbiage intentionally omitted. 

7. Breach Notification and Recovery: The City requires public breach 
notification when citizens’ personally identifiable information is lost or 
stolen. Additionally, unauthorized access or disclosure of non-public data 
is considered to be a breach. Vendor will provide notification within 72 
business hours, unless otherwise directed by law enforcement, and all 
communication shall be pre-coordinated with the City. When Vendor or 
Vendor’s subcontractors are solely responsible for the loss, Vendor shall 
bear all costs associated with the investigation, response and recovery 
from the breach, including credit monitoring services with a term of at 
least three years, mailing costs, website, and toll free telephone call 
center services, subject to the terms of the Master Services Agreement.  

8. Notification of Legal Requests: Vendor shall notify the City upon 
receipt of any electronic discovery, litigation holds, discovery searches, 
and expert testimonies related to, or which in any way requires access to, 
the data of the City. Vendor shall not respond to subpoenas, service of 
process, and other legal requests 
related to the City without first notifying the City and providing the City a 
reasonable opportunity to respond, unless prohibited by law from 
providing such notice and opportunity. 

9. Termination and Suspension of Service: In the event of termination or 
expiration of the Agreement, Vendor shall implement an orderly return of 
City data in CSV or XML or another mutually agreeable format. Vendor 
shall guarantee the subsequent secure disposal of City data. 

a. Suspension of services: During any period of suspension or 
contract negotiation or disputes, Vendor shall not take any action 
to intentionally erase any City data. 

b. Termination or Expiration of any Services or Agreement in entirety: 
After termination, Vendor shall have no obligation to maintain or 
provide any City data and shall thereafter, unless legally prohibited, 
dispose of all City data in its systems or otherwise in its possession 
or under its control as specified in section 9.d below.  

c. Post-Termination Assistance: Intentionally omitted.  

d. Secure Data Disposal: When required under section 9.b above, 
Vendor shall destroy all identifiable data in all of its forms, for 
example: disk, CD/DVD, backup tape, and paper. Data shall be 
permanently deleted and shall not be recoverable, according to 
National Institute of Standards and Technology (NIST) approved 
methods, and certificates of destruction shall be provided to the City. 
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10. Background Checks: Vendor shall conduct criminal background checks 
and not utilize any staff, including subcontractors, to fulfill the obligations 
of the Agreement who have been convicted of any crime of dishonesty, 
including, but not limited to, criminal fraud. Vendor shall promote and 
maintain awareness of the importance of securing the City's information 
among Vendor's contractors, employees and agents. 

11. Data Dictionary: Intentionally omitted.  

12. Security Logs and Reports: Intentionally omitted.  

13. Contract Audit: Vendor shall allow the City to audit conformance to 
Agreement terms and system security as appropriate. The City may 
perform this audit or contract with a third party at its discretion at the 
City’s expense. Such reviews shall be conducted with at least 30 days 
advance written notice, shall not unreasonably interfere with Vendor’s 
business, and shall be conducted no more frequently than once per 
twelve months. 

14. Subcontractor Disclosure: Intentionally omitted.  

15. Third-Party Vendors: Vendor may use third-party vendors to provide 
services to City. Vendor must ensure that any third-party vendor is also 
SOC2 compliant. 

16. Business Continuity: Vendor will maintain a comprehensive 
continuity of operations plan consistent with SOC2 requirements and 
will regularly review and update the plan as necessary. Vendor will 
provide the City with notice of any changes to the continuity of 
operations plan that may impact the City’s use of the services under 
the Agreement. 

a. In the event of a disruption of Vendor’s operations, Vendor will use 
commercially reasonable efforts to restore service as soon as possible, 
consistent with SOC2 requirements. 

b. Vendor will conduct regular tests of its continuity of operations plan to 
ensure that it is effective and up-to-date. 

17. Operational Metrics: Intentionally omitted.  

18. Third Party Supplier Access to City Data: Intentionally omitted. 
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This Addendum is part of the Agreement. In the event of any inconsistency 
between provisions of the Agreement and this Addendum, the provisions most 
stringent on Vendor shall control. 

 

Signature on this Addendum may be by ink, pdf, email, fax, electronic signature 
or other electronic means, or any combination thereof, in which case such 
signature(s) will deemed an original signature. 

 
VENDOR: 

 
 
 

 
By:   

 

Printed Name: Amy Vikander 

 
Title: Sr. VP of Customer Success 

 
Email Address of Signer: vikander@civicplus.com 
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